How to connect to SAFE from Windows - Unmanaged?

Install necessary software on computer running Windows not supported by IT
In order to install the necessary software, you need to download the install file and the profile

needed to connect to SAFE.

You can download the files from the IT-departments web site:

https://tjinfo.uib.no/program/

The relevant category is “Safe”. The page contains downloads for Windows (.msi), Mac OS X (.dmg)

and Linux (.tgz) as well as the profile (zip).

When you have completed the downloads, you can run the .msi-file. You then get the following:
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Accept the license and click Next.
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Click "Install” to begin the installation. If you want to review or change any of your
installation settings, click "Back". Click "Cancel" to exit the wizard.
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Click Install.

AnyConnect Secure Mobility Client

Verified publisher: Cisco Systems, Inc.
File origin: Hard drive on this computer

Show more details

To continue, enter an admin user name and password.
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You will be asked for your credentials. If UAC is activated, your “normal” username will suffice.
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Once the username and password have been entered, click “yes” to continue the installation.
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When this dialog box appears, the installation is complete. Next step is to move/copy the .xml profile
to the correct folder.

The folder in question is C:\ProgramData. If “View hidden items” is not turned on, this must be done
in Windows Explorer before continuing to the next step.

Copy the .xml file to the following folder:

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile.
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In order to paste the file, you will be asked to click Continue before you are prompted for your

credentials.

| s | C\ProgramData\C

« v

Share View

s

Reference Ass ™ Nama

"4 Destination Folder Access Denied

Profile
Date created: 14.06.2017 08.29

1 it

G Continue Skip
. i
I |
More details
NTUITED T Ty any IS nnansen ven g
~
= Pictures b e Name
Music
$ L] Tilgang_Terminalserver.xml
B Videos
7@ OneDrive
@ Thi- Dr i S

1 item

1 item selected 2,27 KB

« Cisco » Cisco AnyConnect Secure Mobility Client > Profile

You'll need to provide administrator permission to copy to this folder

ty Client\Profile - u X
@
v U Search Profile R
Nate modified Type Size
- .05.2017 07.37 XSD File
Cancel
\Tilgang_Terminalserver.zip — O X

v D

Type

XML Document

Search Tilgang_Terminalserver... 2
Compressed size Pass

1TKB No




User Account Control X

Do you want to allow this app to make
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Once credentials are accepted, you can start the Cisco AnyConnect client.

Remote Desktop is already installed on Windows computer and can be started by clicking the
Windows icon and start writing the name of the application.
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You now have the necessary software needed to connect to the secure desktop.



Connecting to the secure Desktop from Windows
Start by clicking on the Windows icon and starting to write “Cisco...”, the software will appear

Apps
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Cisco AnyConnect Secure Mobility Client shows up and you start the software by clicking on the
name.

You get the following dialog box:
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Once you click Connect, you will be asked for your credentials. Username and password are the same
as when you log in to any IT service provided by the University of Bergen.
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If you provide the correct credentials, you will be asked for a one-time code (6-digits).
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Enter the one-time code you receive as a text message or within the SecurEnvoy app on your smart
phone.

Once the correct code is entered, you are connected to SAFE and you should be able to tell by the
change in the icon present on the status menu at the top of your desktop.

The Cisco AnyConnect Secure Mobility Client dialog box will disappear. However, a small icon will
appear in the taskbar.

Cisco AnyConnect Secure Mobility Client
VYPN: Connected

If you hover over the icon, you can see whether you are connected.
Next, you should connect to the secure desktop.

A with Cisco AnyConnect, you start Remote Desktop by clicking the Windows icon and start typing
"Remo...".
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Remote Desktop Connection shows up in the list as a match and you start the software by clicking on
the name. You see the following dialog box:
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Computer: | Example: computer fabrikam com ~
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The computer name field is blank. Enter a full remote computer
name.
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Enter the name of your secure desktop. Normally the name will be an American city. If you do not
know the name, ask the project manager.

Once you click “Connect”, you will be asked for your credentials. Again, you use your standard
credentials. You should lead with “uib\” before your username to ensure the correct Windows
domain is used.

You are now connected to your secure desktop.



